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UsersHelp Manualfor Chily Active Directory Management and Reporting

1. About Quily Active Directory Management and Reporting

In this section, you will be acquainted with the various sections covered in thi s user guide for better use of
the Chily Active Directory Management and Reporting software. You also know about the purpose of
developing the Chily Active Directory Management and Reporting software and how it helps organizations.

Apart from this, the sof tware key features are also provided in this section along with the system
requirements for proper installation and use of the software.

1.1 Brief aboutthis User Guide

Welcome to the user guide of Chily Active Directory Management and Reporting T a promi nent, professional,
and output -driven Active Directory management software. The user guide has been designed to provide

system administrators systematic information for effectively using the Chily Active Directory Management

and Reporting software. Therefo re, we suggest you to carefully read the user guide before using the
software. The user guide comprises the following main sections:

Introduction : Provides overview of the Chily Active Directory Management and Reporting software, key
features , and abbrevia tions. This section also provides information about the system requirements for
successful installation and execution of the software.

Install and Uninstall . Describes the processes to install and uninstall the Chily Active Directory
Management and Report ing software.

Launching the Software . Depicts the processes to start the Chily Active Directory Management and
Reporting software.

Understanding the User Interface : Explores the user interface of Chily Active Directory Management and
Reporting software for its easy and perfect use. In this section, you experience accessing various options for
managing Active Directory objects with ease and effectiveness

Sections of Chily Active Directory Management and Reporting: Explores the sections covered in the
softw are.
Working with Active Directory : Explores the process using which the administrator can manage Active

Directory objects in domains from a central location.

Creating Active Directory Reports . Describes the process to generate, view, customize, save, an d print
Active Directory reports.

Download Purchase and Register . Provides information about downloading, purchasing, and registering
the Chily Active Directory Management and Reporting software. Apart from this, the information regarding
technical suppor tis also provided in this section.

Legal Notices : Provides information about copyright notices, trademarks, disclaimer, and license agree ment
related to the Chily Active Directory Management and Reporting software.

1.2 List of Abbreviations

© Chily Softech Private Limited Page8 I
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Certain abbr eviations have been used throughout this user manual. Please go through the list of
abbreviations mentioned below before proceeding to read this user manual. Abbreviations used are:

CADMR : Chily Active Directory Management and Reporting
AD: Active Direct ory

DC: Domain Controller

AD Queries : Active Directory Queries

WMI Queries  : Windows Management Instrumentation Queries
OUs : Organizational Units

DFS: Distributed File Systems

Net APIs : Network Application Programming Interface
WMI : Windows Manage ment Instrumentation

CPU: Central Processing Unit

DNS : Domain Name System

VPN : Virtual Private Network

NAT : Network Address Translator

IPC : Inter Process Communication

/O System  : Input/output  System

OS: Operating System

GB: Gigabyte

MB : Megabyte

PDC : Primary Domain Controller

BDC : Backup Domain Controller

DES: Data Encryption Standard

GPO: Group Policy Object

MMC : Microsoft Management Console

SID : Security Identifier

1.3 Keyboard Shortcuts

H © Chily Softech Private Limited
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Keyboard shortcuts that you can use while using the software are listed in Table 1.1:
Keys combination Description
Ctrl+ Shift+ D To clear the list view
Ctrl+ F To find items in list view
F3 To find items in the Tree view
F5 To refresh tree view as well as list view
Ctrl+ C Tocopycontents in listvi  ew
Ctrl+ Shift+F To Toggle, Enable/Disable filter in list view
Ctrl+ A To select all in list view
Ctrl+ D To open "Add Domain" dialog box
Ctrl+ O To open "Object Manager" dialog box
Ctrl+ P To print the contents of list view
Ctrl+ S To open AsBdv alboafgrsaving contents of list view.
F1 To open Help Contents of Chily Active Directory Management and Reporting
Ctrl+ Q To open dialog box to query Active Directory objects
Ctrl+ Shift+T To view settings of Chily Active Dire ctory Manageme nt and Reporting

1.4 Introducing Chily Active Directory Manage ment and Reporting

Microsoft Active Directory (AD) is a directory structure developed by Microsoft Corporation to store objects

and their attributes in hierarchical format. Active Directory stores three types of objects that incorporate
Resources like printers, Services like email, and Users i ncluding usersdé accounts and
well as large organizations, Active Directory serves the purpose of organizing information about objec tsata

central location. In orga  nizations, system administrator /help desk looks after managing objects in Active
Directory.

Managing Active Directory is a challenging task for an administrator , who deals with it on regular basis.
Adding and managing doma  ins in Active Directory, managing computers, and managing u s e rascbunts and
password are extremely time -consuming, error -prone, and tiresome processes especially in large and

© Chily Softech Private Limited Page 10 H
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complex Windows environment. The administrator must have vast knowledge about e xecuting Active
Directory management related tasks using native Microsoft Manage ment Console (MMC) snap -ins.

Chily Active Directory Management and Reporting simplifies managing Windows Active Directory by providing
the administrator a Windows explorer lik e user interface. The software provides the administrator a central

location to easily and impeccabl y manage all Active Directory objects across nultiple domains.  Incorporating
the advance domain management functions in one tool, CADMR meets all AD managem ent related

require ments.

The administrator can save a considerable amount of time by accessing all the AD management options and
Microsoft Management Console (MMC) snap -ins by using this centralized tool. Moreover, central
administration of AD helps you e xercise an effective cont  rol over computers and devices i n a domain by
simplifying the process of auditing networks. You can use CADMR to manage and administer users, groups,

files, resources, etc. on both local and remote computers in your domain.

Advanc ed AD management features like object management, schema management and WMI manage ment

make CADMR the most comprehensive AD administration tool available. Moreover, the software helps the
administrator to have a quick overview about the status of AD object s through its automatically generated
AD reports.

1.5 Key Features

CADMR i a complete tool for performing all AD management related operations comprises following
outstanding features:

e Domain Management : Adding domains in Windows Active Directory has be en much simplified with
CADMR. The administrator can now add a domain in AD in just few mouse clicks instead of executing
complex commands.  In addition, performing the tasks, such as creating and managing
containers/OUs, adding computers in domains, managi ng available computers in domain, and so on
are no more time -consuming and error - prone, as these tasks can now be performed using simple and
self - expla ining graphical user interface of CADMR.

e Computers Management . While managing computers in a domain, the administrator has to perform
various tasks in his day -to-day life for effective management of computers. Some of those tasks are
moving computers from one OU to another, enable the disable d computers, changing group of a
computer, and modifying general de tails of computers. CADMR eases the life of the administrator by
offering bulk computer management that is the multiple tasks can be performed concurrently on
various computers in a domain. Through, bulk computer management CADMR not only simplifies
computer s management but also saves a considerable amount

e Users Management :Creating and managing usersé6 accounts, confi
password reset|, enabling/disabling users 6 rganizatonatunisto and
another are some of the daily activities of the administrator. Effectively doing all these tasks on a
large scale and in timely manner is difficult, tedious, and error prone as well . Besides that, good
knowledge about Active Directory and the native tools used for users management is must. But, with

CADMR novice administrator can also effectively perform users management related task. The
software enables the administrator to quickly and fanawl e

remote computers by performing mass usersdé management . E
management, the administrator can concurrently execute operations (like password reset, move users
between OUs, unlock users accounts, etc.) on all users accounts in a domain.
e Groups Management: In Active Directory, groups are divided into two categories i Security and
Distribution. Groups help the administrator to manage AD objects flexibly. But, creating groups and
assigning their scope is very time -consuming and dif ficult. CADMR provides a simple -to-use wizard for

H © Chily Softech Private Limited Pagel1l H
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creating group, specifying groupds type, a thd admisistratg ni ng ¢
can easily move a group from one container to another, rename group, add members in a group, and
send an email to group.

e Policies Management . System administrator is often tasked to apply stringent accounts password,
accounts lockout, and audit policies. CADMR hel ps the administrator to quic
password, account lockout, and audit polic iesonall u s e rascounts in a domain.

e Tasks Management . The native task - scheduling tool does not provide any option to view, schedule,
and manage tasks on remote computers in a domain; therefore, the administrator has to visit every
remote computerto s chedule and manage tasks. Thus, using native task - scheduling tool is very time
consuming. CADMR enables the administrator to perform all tasks management related operations on
any computer within a domain without letting him to stop over every computer.

e Printers Management . Every version of the Windows operating system including Windows Server
2000, 2003, and above, provides built -in tool to manage printers on a local computer. But, there is
not much functionality available in built -in print er 6enttovhto effgcbvaly manage printers

on remote computers from a central location. To manage printers on remote computers within a local
network, the administrator has to move on every computer, which becomes tedious especially in large

network. Furtherm o r e, a significant amount of the administrator
other prolific task, gets wasted. CADMR saves the administrator opritintmer 9§
manage ment.

e Shares Management . Users often need to create shared director ies for sharing objects in network
and for that; they contactthe administrator/help desk staff . The administrator/help desk staff has to
personally visit the  u s e rcengputers, which consumes a lot of time. CADMR eases shares

management by enabling the ad ministrator to manage shared objects from a central location.

e Services and Device Management : Managing services and devices on both local and remote
computers is a tough job, as MMC snap - in does not provide the facility to manage services and
devices on remote computers. CADMR has simplified managing services and devices on local and
remote computers. Now, the administrator can easily view and manage services and devices without
moving from one computer to another.

e Events Management . Effective events man agement helps the administrator to gather relevant
information about the activities performed in Windows operating system. CADMR contains its own
events manage ment function using which event logs for any number of computers in a domain can be
easily manage d.

e Quick Access of System Tools . Every version of Windows operating system incorporates some
administrative tools that help the administrator to properly manage users account, password,
services, events, etc. Accessing those tools is a lengthy process; th erefore, time consuming too.
CADMR has made accessing systemtools fast; opening an administrative tool is no w just a single step
process instead of lengthy multi -step s process.

e Centralized Registry Management : Windows registry plays an important role in storing and

managing configuration settings and options on Windows operating system. However, accessing
Windows registry is a difficult task. The administrator needs to remember typical command for

accessing Windows registry. Now, accessing Windows registr y has been made simple. There is no
need to execute any command for getting an access to Windows registry. CADMR offers an easiest

way to access Windows registry fromwithin the software interface and this is possible in just a single
mouse click.

e Exchang e Management : CADMR also eases the task of the administrator by providing him options
to manage u s e rnwmifboxes on Exchange server froma centralized location. The administrator can
now easily create users mailboxes on Exchange Server, view properties of the users mailboxes, and
delete mailboxes. The administrator can perform all these functions through a centralized location.

H © Chily Softech Private Limited Pagel12 H
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e Automatic AD Reports . In addition with helping the administrator to manage AD objects, CADMR
facilitates himto audit activities a nd status of AD objects. The software automatically generates more
than 65 customizable reports using which the administrator can grab updated information about users
accounts, accounts password, accounts lockout, GPOs, etc. The software also allows you to print
and/or save the reports. Using this amazing AD management and reporting tool, reports can be saved
in various formats, such as RTF, TXT, CSV, PDF, and HTML.

e Intuitive User Interface . Simplicity of the user interface of CADMR ties the administrator with it. | ts
Windows explorer like user interface gives a familiar look to the administrator. Moreover, the
embedded help content and tips given in the software interface guides its users at every step thus,
using the software becomes so easy.

e Support : Round the clock technical support is provided to the users of CADMR softwatre.

e Free Demo : CADMR is also available for a free trial. One can take advantage of the trial version for

30 days. However, the trial version has some limitations like does not save an d print ADreports ; itis
fully functional.

1.6 SystemRequirements

Before you start installing Chily Active Directory Manage ment and Reporting software, make sure that your
computer meets the following system requirements:

Basic System Requirements

e Pentium Class Processor

e 128 MB RAM (256 recommended)

e 20 MB of Disk Space for Software installation
Supported Platforms

o Windows 2000

o Windows 2003

o Windows XP

. Windows Vista and later versions

@ Note: Admin pack should be installed on client computer(s)
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2. Install and Uninstall

After being familiar with the software overview, key feature s, and system requirements, you can move ahead
to install the software. In this section, you acquire information about the process to install the Chily Active
Directory Management and Reporting software.

2.1 Install the Software

Before you start instalin g CADMR, makes you sure that the software installer file is available on your
computer. If the file is not available then you can download the file from our Website -
http://www.chilysoftware.com /all - product.html

After you have downloaded the installer file, execute the following steps to install the software:

1. Double-click the Chily Active Directorynstdaafilage ment and Repo

2. Follow the on -screen instructions. When the installat ion process €cCampptingtheekily A
Active Directory Management and Reporting Wizardd message appears on the soft
window .

3. Clickthe Finish button to launch the software.

2.2 Uninstall the Software

There can be a situation when 'y ou need to uninstall the CADMR software. The software can be uninstalled
fromyour systemin following two ways:

¢ Uninstall through Windows Start Menu

e Uninstall through Control Panel

@ Before you start uninstalling the CADMRsoftware makes you sure that the s oftware is not running.

2.2.1Uninstallthrough Windows Sart Menu

Execute the following steps to uninstall CADMR through Windows Start menu:
1. Click Start > All Programs > Chily Active Directory Management and Reporting > Uninstall
Chily Active Directory Management and Reporting . A confirmation message appears to let you

affrmthe un -installation process.
2. Clickthe Yes buttonto uninstall the software.
3. Clickthe OK button to finish the un - installation process.

CADMR is successfully uninstalled from your computer system.
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2.2.2Uninstall through Gontrol Panel

Execute the following steps to uninstall CADMR through Control Panel:
1. Click Start -> Control Panel . Control Panel window appears.
2. Double -clickthe Addor Remove Programs icon. A list of the program s installed on your computer
appears.
3. Select Chily Active Directory Management and Reporting and clickthe Remove button. A

confirmation message before un -installing the software appears on the screen.
4. Clickthe Yes buttontoun -install the software.
5. Clickthe OK button tocomplete the un -installation process

CADMR is successfully uninstalled from your computer system.

I © Chily Softech Private Limited Page15 I



Chily Active Directory Management and Reporting

3. Launchingthe Software

Now, when you have successfully installed the Chily Active Directory Management and Reporting softwar
let us see the process to start the software. Execute the following steps to launch
Windows Start menu:

e1
the software through

1. Click Start > All Programs

2. Select Chily Active Directory Management and Reporting > Chily Active Directory
Management and Repo rting
Home page of the Chily Active Directory Management and Reporting appears , as shown in Figure 3.1:

& Chily Active Directory Management and Reporting

File Edit Miew Tool Help

@ = H 8& H  E | & .Y @ w
add Domain  Object Manager  Sawve As Copy  Prink Setup  Query  Repork  Refresh  Wiews Filker  Help About i
| B H -
= = Chily Active Directory Management and Reporting
'ﬁ e o [ Chily Active Directory Managem... ﬂﬁg
...e-': Enterprise m{ 2!
- CHILY

There are no items to show in this view,

v, chilvsoftware, com

ML

Figure 3.1: Software Home Window at Launch
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4. Understanding the User Interface

After you have become familiar with the process to launch the so ftware let us have a look on the software
GUL. The software has self - descriptive interface with various easy -to- use options that make the process of

AD Management fast, simple, and accurate. In this section, we explore the software GUI in following sub
hea dings:

e Menu Bar
e Tool Bar

e Top Panel
e Left Panel
¢ Right Panel

Figure 4.1 is displaying various sections on the software GUI:

& Chily Active Directory Management and Reporting

File Edit Yiew Tool Help Menu Bar
@ = H = =] = & . ¥ @ w Tool Bar
Add Domain Object Manager  Sawve As Copy  Prink Setup Query  Report  Refresh Wiews Fiker  Help About &
B H=1 Top Panel
= = Chily Active Directory Management and Reporting
= westo N Chily Active Directory Managem... ﬂﬁg
s Enterprise ﬂ( 5|
& cHy
There are no itemz to show in this view,
Left Panel
Right Panel
v, chilvsoftware, com LM
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Figure 4.1: Displaying Various Sections of the Software GUI

When you | aunch the software, it displ adpmaintinte pacelr r ent ¢ omp u
4.1 Menu Bar
Menu bar of CADMR comprises following main menus:

e File Menu

e Edit Menu

e View Menu

e Tool Menu

e Help Menu
File Menu

File menu of CADMR is shown in Figure 4.2:

File | Edit  Wiew Tool Help
€. add Domain Chri+D

% Object Manager  Chrl+0
H

Save as Chrl+5

Prink...

Prink Presdiew

iy

Print Setup...

Exit

Figure 4. 2: File Menu

Table 4.1 lists the options of File menu:
Option Description

Add Domain Click to add a new domain to administer. CADMR always includes user &
current domain in the left tree pane. More domains can be added with this
option.

Object Manager Clickto accessthe fObject Manager 0 d i al ovgicth detps to view and
modify Performance Counters, AD Queries , and WMI Queries.

Save As Click to save listed items of right panel in desired format i.e. . html , . csv, . pdf,
nf,and . txt .

Print Click to print the listed items of right panel through the defau It printer.
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Print Preview Click to preview before printing.

Print Setup Click to configure printing properties.

Exit Click to close Chily Active Directory Management and Reporting software .
EditMenu

Editmenu of CADMR is shown in Figurg: 4.

Edt | Wiew Tool Help
Select Al Chel+A

Ijj COpyY... ChrliC
H Find (Right Panz)  Chrl+F
Find {Left Pane) F3

Clear List  Ckrl+Shift+D
Filker Ckrl+Shift+F

< &

Figure 4.3: Edit Menu

Table 4. 2 lists the options of  Edit menu:

Option Description
Select All Click to select all the objects listed in the right panel .
Copy Select to copy selected objects fromthe right panel . Copied objects canthen

be inserted/pasted to at ext file, excel file , ora document file.

Find (Right List Pane) Click to search desired objects in the right panel .

Find (Left Tree Pane) Click to search desired objects in the left tree pane.

Clear List Click to clear/remove the list of objects in the right panel .

Filter Click to display and hide the filter option for the list displayed in the right
panel .

ViewMenu

View menu of CADMR is shown in Figure 4.4:
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Wi | Tool Help

Toolbars »
Large Icons

amall Icons

List

Cietails

&2 Show Report

Skatus Bar

Large Toolbar

Figure 4.4: View Menu

Table 4.3 lists the options of View menu:

Option Description
Toolbar s Click Toolbars > Standard to display/hide toolbar.
Large Icons Click to view objects in right panel as large icons.
Small Icons Click to view objects in right panel as smallicons.
List Click to view objects in right panel as a list.
Details Clickto view objects in right panel as a detailed list.
Show Report Click to open the reporting console of CADMR . The report section displays

various reports for the selected domain.

Status Bar Click to display/hide status bar.
Large Toolbar Click to view the  toolbaricons in large view.
ToolsMenu

Tools menu of CADMR is shown in Figure 4.5:

Tool | Help
@ Query Chrl+0
Setking  Chrl4+Shift+5

Figure 4.5: Tools Menu

Table 4.4 lists the options of Tools menu:
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Option Description

Query Clickto open the dialog box to run queries to search objectsi n a network:
groups, printers, users, contacts, computers, OUs, shared folders, people and
other objects.

Setting Click to manage display settings of Chily Active Directory Management and
Reporting.

Display settings can be configured for Printers, Services, Shares, P rint Jobs,
Disk Space, Events, Scheduled Jobs and Directory Security.

HelpMenu

Help menu of CADMR is shown in Figure 4.6:

Help |
2 Hep

Activate Software

i About Chily Active Directory Management and Reporting...

Figure 4.6: Help Menu

Table 4.5 lists the options of Help menu:

Option Description

Help Clickto view help contents for Chily Act ive Dir ectory Manage ment and
Reporting software.

Activate Software Click to activate Chily Active Directory and Manage ment Reporting software.

About Chily Active Directory Click to view version and support related information of Chily Active Dir ectory
Management and Management and Reporting software.

Reporting...

4.2 Tool Bar

The toolbar comprises several buttons that can be used to quickly perform operations that can otherwise be performed
using the menubar. Table 4.6 lists thieuttons available ithe Tool bar:

Button Description
[+ Click to add a new domain to administer. Local domain is included by default in
Add Damnain CADMR. More domains can be added with this option.
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% Click to accessthe fiObject Manager 6 d i al owhictbhelps to view and

COhject Manager modify Perfo rmance Counters, AD Queries , and WMI Queries.

H Click to save listed items of right panel in desired format i.e. .html, .csv, .pdf,
Save As rtf, and .txt.

[ Click to copy selected text fromthe right panel . Copied objectscan then be
Copy inserted/pasted to a text f ile, excel file or a document file.

@,3 Click to configure printing properties.

Prink Setup

E=)| Click to open the window to run queries to search objects in a network:
CIuery groups, printers, users, contacts, computers, OUs, shared folders, people and

other objects.

= Click to openthe reporting console of CADMR . The report ing console dis plays

Report various reports for the selected domain.

3 Click to refresh all the panes in the software.
Refresh

. Click to change the view of listed items of right panel .

Views
?’ Click to display and hide the filter option for the list displayed in the right
Filker panel .
? Clickto view help contents for Chily Active Dir ectory Manage ment and
Help Reporting software.

i Click to view version and support related information of Chily Active Dir ectory
About Management and Reportin g software.

4.3 Top Panel

Buttons available in the top panel enable you to perform operations pertaining to the contents ofjtiigpand. Table 4.7
lists the buttons available in the Top panel:

Button Description

H Click to select all objects listed in the right pane |. After selection, right click and select
AfCopy to Clipboardo option to copy the selected
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Click to search desired objects in the right pane l.

Click to clear the list of objects in the right panel.

4.4 Ldt Panel

The left pane | of the software displays a hierarchical tree AChily Active Directory Management and Reporting. 0

The tree comprises three expandable nodes:

1. The first node corresponds to the local computer (computer where Chily Active Directory Mana gement
and Reporting is installed).

2. The second node corresponds to fiEnterprise , davhich can be expanded to view workgroup computers in
Windows style network browser.

3. The t hi r donmamdeorrdsponds to domain name in which the local computer exists. Th is node
can be expanded to view and manage all other users, groups, etc . onthe domain.

Figure 4.7 displays the left panel of CADMR:

=T Chily Active Direckory Management and Reporting
7T WEB19
+-==3 Enterprise
o @ CHILY
+-/[F Containers/OUs

+- (' Domain Controllers

+- T Computers

a All Users

A& Al Groups

m‘, Local Groups

+ 4§ Global Groups

+- g Universal Groups

+

+
+

+- i Schema Management

Figure 4.7: Left Panel of CADMR

4.5 Right Panel

The right panel of CADMR displays contents corresponding to the olggletsted from the hierarchical tree displayed in
the left pand. Figure 4.8 displays the right panel of CADMR:
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All Groups

Cornrmon-MNarme

IEF'.cccuunt CpE. ..

IE Adrninistrators

(&5 allowed ROD. .

IE Backup Qper, ..
({5 Cert Publishers
(b Certificate 5. ..

IECr';.-'pthraphi. .

(&5 Denied ROD, .,

'& development, ..

E Directors

(&5 Distributed ...

&5 Dnsadmins

€& orsUpdaterr...

€& bomain admins
'ﬁDDmain Cam..,
'& Domain Cont...
'& Domain Guesks
'& Domain Users

E Enterprise A, ..
E Enterprise R, ..

IE Event Log Re...

€8 £xchange In...

E Exchange Or...

£

53 Object(s)

Object-Class
Lop;group
Lop; group
Lop; group
Lop;group
Lop; group
bop; group
bop; group
Lop;group
Lop;group
Lop; group
Lop; group
Lop;group
Lop; group
bop; group
bop; group
Lop;group
Lop;group
Lop; group
Lop; group
Lop;group
Lop; group
bop; group
bop; group

Descripkion
Members can a...
Administrators ...
Members in this. ..
Backup COperat, ..
Mermbers of this. ..
Members aof this. ..
Members are a...
Members in this. ..

Members are all,..
DMS Administra. ..
DS clients wha. ..
Cesignated ad...
All workstations. ..
All dormain contr...
&l domain guesks
All domain users
Designated ad...
Members of this. ..
Mermbers of this. ..
This group is us. ..
IJsers in this gr...

Member

Ch=Read-onky ...

cri=I—
Chi= S

M

M

M
M
M

M=

CN=EnCHAMGE. .,

=

Obj-Dist-Mame
CH=Account O,

ChH=Administrat, ..

CH=Allowed R...

ChH=Backup Op...
CH=ert Publis. ..
Ch=ertificate ...

CMN=Cryphogra...

CN=Denied RO,
CH=developme. ..
CM=Directors, ...
Ch=Distributed. ..
Ch=Dnsadmins. ..
CH=DnsUpdate. ..
Ch=Domain Ad...
CN=Dwormain Co...
CN=Dwamain Ca,..
CN=Dwomain Gu,..

CM=Domain Us...

CM=Enterprize ...
CM=Enterprise ...
C_M=Ewenkt Log ...
Ch=Exchange I...

Ch=Exchange ...

Instance-Tvpe

B - T T R e e e e A L L T T T - A O R R CRE o

L

Figure 4.8: Right Panel of CADMR
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5. Sections of Chily Active Directory Management and Reporting

The management options available in Chil y Active Directory Management and Reporting software can be
divided into  following major categories:

e Local Computer
e Workgroup
e Domain

e Reports
5.1 Local Computer

The name of the local computer appears as the first node in the tree displayed in the left pane | of the
software. The node corresponding to local computer can be expanded by clicking the +sign displayed to the
left of the node. Once expanded, various child nodes corresponding to users, groups, etc. are displayed.

The child nodes of the local compute r node may vary depending upon the class of computers that the local
computer belongs to. If the local computer is a domain controller or a member server, it will display

additional nodes, such as, DFS, which will not be displayed otherwise. CADMR uses Net API to display the
configuration options for the local computer.

Youcan right click the local computer node in the left pane | and select Properties  to view the properties of
the computer. When you right click the local computer node in the left panel an d select the Properties option,
the System Properties dialog box appears. This dialog box has seven tabs that are described below:

e Directory : Description, Directory Path , and Names are displayed in this tab.

e Object : Creation, modification, category, logon - logoff information, password set time information is
displayed in this tab.

e MemberOf : Information about the domain of which the local computer is a member is displayed in
this tab.
e Software : List of installed software applications on the local computer i s displayed in this tab.

e System : CPU Information, Operating System information, Logged On Users, and Other System
Information is displayed in this tab.

e Environment : Environment variables, with property names and their values, are displayed in this
tab.

e Net work : Network transports, DNS host name, network card properties, IP address, subnet mask
information, and WINS Server information is displayed in this tab.

@ Note: Of the various tabs displayed on the Properties screen, Directory , Object , and Memberof will
not be displayed if the computer is not a part of any domain.
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5.2 Workgroup

You can use Chily Active Directory Management and Reporting software to manage your workgroup
resources. You will need to expand the Enterprise  node under the root node in the left pane | to view a
Windows style display of your workgroup computers. The Networks node under the Enterprise node can be
further expanded to display the following three nodes:

e Microsoft Terminal Services

e Microsoft Windows Network

e Web Client Network

To access workgroup computers, you will need to expand the Microsoft Windows Networks node.
5.3 Domain

The domain node appears after the Enterprise  node in the left pane | of the software. The node
corresponding to domain can be expanded by clicking the +sig n displayed to the left of the node. Once

expanded, various child nodes corresponding to Organizational Units, Domain Controllers, Groups (local,
global, universal), Schema management etc. are displayed.

Current ly configured domain gets automatically added in CADMR. You can remove this domain fromthe
software but it will reappear when Refresh  button is clicked or software is re - opened.

'N' number of domains can be added to CADMR. Feature rich CADMR helps you to manage local and re mote

domain fromone centr alplace. Youcanright click the domain nhame node in the left pane | and view shell
properties with other options for a domain. On right clicking the Domain node in left panel, you see the
following options to manage objects:

Shell Properties : View shell p roperties of the domain. You can easily manage the General, Managed
by, Object and Security attributes for a domain.

‘ @ Note: Shell properties will be available only for Local and Trusted domains.

e ViewFSMO Roles : View Domain -wide and Forest -wide FSMO roles f orthe domain.

e Container/OUs . Displays containers/organizational units of the domain.

e Show Trusts : View details of trusted domains and trusting domains. This presents a list of domains ,
which have been termed as trusted by you and those domains , which ha ve termed you as trusted.

e Send Messages : Send message to all users in domain

e View Deleted Objects . View list of all objects, which were recently deleted from active directory.
Deleted objects remain in the active directory until the TombStone time arrives for individual objects.
Before this time, the deleted objects are restorable. After the TombStone time is crossed, the deleted
object is permanently deleted from the active directory. (Restore deleted object function is
available for local and trusted dom ains only).

e Delete Domain Entry : This will delete the domain added in CADMR. New or Same domain can be

added again using the Add Domain  option .

e Authentication Credentials : This will display the user credentials dialog box for the domain server,
which can be modified.
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e Synchronize Objects . This will help to synchronize objects of PDCs and BDCs. CADMR asks your
confirmation before starting the synchronization process.
e Browse Group Policy Objects . This will help to view and edit various group policy objects, which
are linked or not linked to the Domain or Organizational  Unit
54 Reports

Reports section in Chily Active Directory Management and Reporting contains all the domain reports for:

Users

Groups
Passwords
Computers
OUs

GPOs
Accounts
Logon Reports

Other Reports

5.4.1 Understanding the User Interface of Reporting Console

Graphical user interface  of report ing console of Chily Active Directory Management and Reporting software is
user friendly, easy to understand with attractive interface. To access the r eporting console of CADMR,
execute the following steps:

1.

2.

Select adomain in the left panel.

Clickthe Reports buttoninthe Tool bar. Reporting console of CADMR appears, as shown in Figure
5.1
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Chily Active Directory Reports [ CHILY )

Menu Bar

File Edit ‘iew Help

M

Repart List

XL

Main Application  About

Top Panel

X User Reports

E gaw Users

All users

Users with empty attributes
Users without manager
Manager based users

Users in more than one group
Recently deleted users
Recently created users

Recently modified users

Pk bbb b

Nial-in allnw arress

Report List

Panel

100.00

g0.00

£0.00

40.00

Mo, of Users 92
77.966102%

7]

Tool Bar

B Mo, of Users

B |nactive Users

B Disable Users

O Lockedout Users

O Password Expired Users

raph and Report,

Zomputer Reports

200.00

160.00

120.00

§0.00

B Mo, of Active Computers
B Mo, of Warkstations
B Dizable Computers

B Domain Controllers

i Panel .
+F e Group Save Pk Save  Print
) Paseword Group Reports Other Reports
s @ Computer f0.00 500

~ ® Mo. of Groups
“» LE  organizational Unit 43.00 | Local Groups 400

@ Mo, of Ol's
R B Global Groups
i . GPOs Reports 36.00 . 3.00 ~ B Mo, of GPO's
B Universal Groups )
} O Mo. of Printers
—T_"J Accounts 24.00 B Security Groups 200 4
B Distribution Groups
ﬁ"? Logon Reports 1200 100 7
P 0.00 000 -
20 = Other Reports Save  Print Save  Print
vy chily software,.com LM
Figure 5.1: Displaying Reporting Console

Reporting consolefdhe software is explored in the following sections:

e Menu Bar

e Tool Bar

e Top Panel

e Report List Panel

¢ Graph and Report Panel
5.4.4.1 Menu Bar
Menu bar of CADMR reporting console comprises following main menus:

e File Menu

e Edit Menu
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e View Menu
e Help Menu

File Menu
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File menu of CADMR reporting console is shown in Figure 5.2:

Table 5.1 lists the options of

File | Edit Wiew Help
M sSavenps.. Chrl4shift+s

=0 Prink...
2 Prink Prewview
EE,B Print Setup, ..

Exit

Figure 5.2: File Menu

File menu:

Option

Description

Save As

Select to save the report in desired format: HTML, CSV, PDF, RTF, and TXT

Print

Select to print  the report

Print Preview

Select to preview the report before printing

Print Setup Select to manage printer and page setup properties for printing the report
Exit Select to close Chily Active Directory Report ing console
EditMenu

Edit menu of CADMRporting console is shown in Figure 5.3:

Table 5.2 lists the options of

Edit | Wiew Help
Copy Crrl+Shift+C

Select All
Eind

Invert Selection

Figure 5.3: File Menu

Edit menu:

Option

Description
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Copy Select to copy the selected field items from right panel
Select All Select to select all the items listed in right panel

Find Select to find any object fromthe right panel

Invert Selection Choose to select or deselect the listed items from right panel
ViewMenu

View menu of CADMR reporting console is shown in Figure 5.4:

Wig | Help

Main Application

Standard
Skatus Bar

Figure 5.4: File Menu

Table 5.3 lists the options of View menu:

Option Description
Show Report List Select to view and hide the report list pane |
Main Application Select to switch to main application "Chily Active Directory Manage ment and
Reporting”
Standard Select to view and hide the toolbar
Statu s Bar Select to view and hide the status bar
HelpMenu

Help menu of CADMR reporting console is shown in Figure 5.5:

Help |
Help F1

A About Chily Active Directory Mangement and Reporting

Figure 5.5: File Menu

Table 5.4 lists the options of Help menu:

Option Description
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Help

Select to view help contents of Chily Active Dir ectory Reports

About Chily Active Directory
Reports...

Select to view version and support related information of Chily Active Directory
Reports

5.4.4.2 Tool Bar

The toolbar comprises several buttons that can be used to quickly perform operationsathatteerwise be erformed by
using the menwbar. Table 5.5 lists the buttons available in the Tool bar:

Button Description
o Click to copy the selected field items from right panel .
| ‘;7\':1
Copy
H Click to save the report in desired format: HTML, CSV, PDF, RTF, and TXT
Save As
' Click to print the report
RN
ﬁrint
Lo Click to view preview before printing the report
*_[3]|
Print Preview
LT_J Click to view and hide the report list pane
Show Report List
Click to minimize Chily Active Directory Report ing console and access Chily
Active Directory Management and Reporting w indow
Main Application
. Click to view version and support related information of Chily Active Directory
«..!..- Reports
Abouk

5.4.4.3 Top Panel
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The top panel of the software displays information related to selected report for viewing purposes. You can
also filter your report acco rding to the number of days by entering a numeric value in Enter the no. of days
field and clicking the ~ Generate link.

The Graph View link enables you to view displayed re port in graphical format  in right panel . The
Add/Remove Columns links helps youto ad d or remove any desired or unwanted columns to view in the
right panel forthe generation of any report.

Bl Chily Active Directory Reports ( CHILY )

File Edit ‘iew Help
[ e og i
LS s
Copy Save As Print Prink Prewiew Main Application  About =
Top Panel Guzoh v
22 Object found.
Il l:l &dd/Remove Columns
Repart List x Cornmon Marme
©r gaw Users int Operators
@Backup Operatars
ﬂ @Replicator
L
fsroup @Remote Deskkop Users
@ Group without members | @Network Configuration ...
ﬁ Top M big group &Performance Moritor ...
ﬁ &ll groups @Performance Lag Users
({5 Distributed COM Users
€. Managed groups .
@Cryptographlc Operatars
ﬁ U] g lz‘ @Event Log Readers
BT b e ({5 certificate Service DCO. .,
— (5 cert Publishers
“ ¥ Password ({5 rAS and 145 Servers
@Server Operakars
i @ Computer @Account Operators
@Incoming Forest Trust B...
ﬁ T 7 &Terminal Server License...
i Organizational Unit @.ﬁ.llowed RODC Passwor...
. ﬁRead-only Darnain Cont. ..
—
N e BPDs Reports ﬂExchangeLegacyInterop
ﬁweb dept
= Borew
S =] Accounts
P Logon Reports
¥ = other Reports
v chilysoftwware com UM
Figure 5.6: Displaying Top Panel
Add/Remove Columns
Click the Add/Remove Columns link if you want to add more columns to the generated reports. Attr ibute
Customization.. dialog box appears which contains following two sections:

e Available Attributes : This section contains predefined attributes for the selected report for
generation. Select the attribute name and click Add . Selected attributes will get transferred to the
"Selected Attributes section”. You can remove any attribute with Remove button.
fi T hliet of pre -defined attributes displayed in this section keeps on changing as per the selected

report in the left pane |. 0
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e Selected Attributes : This section contains the pre - defined attributes for report generation. Order of
these attributes can be changed with Up and Down buttons and these attributes can be removed
with Remove button.

Attribute Customization..

Brailable Attributes Selected Attibutes
Digtiguished Mame Commion Mame
tanaged By
Canonical name
Members Add Up
Member Of
MNotes EI III
When Created
51D E @
Object GUID
Category
Ohbject Clasz
< | A < »
[ oK | [ Cancel
Figure 5.7:  Customizing Report
5.4.4.4 Report List Panel
The le ft panel of the software is termed as Report List Panel of Chily Active Directory Reports. This panel
displays complete report list, which is available and can be viewed to gather entire information. This panel
can be hided and viewed by selecting View >>  Show Report List or clicking the  Show Report List button
fromthe toolbar.
CADMR will display the domain name in its title section. Title of the Report ing console displays Chily Active
Directory Reports (CHILY) , Where CHILY is name of the domain for which reports are being generated.
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Report Lisk x

&l users

IJsers with empty attributes

Manager based users

IJsers in more than ane group |E|

pad
pad
a IJsers withouk manager
pad
pad

Figure 5.8: Displaying Report List Panel

5.4.4.5 Graph and Report Panel

The right panel of the CADMR reporting console is termed as Graph and Report Panel . This pane | displays
graphical and tabular reports for the selec ted report items in the report list pane l.

Youcan easily fiSave 0 and fiPrint 0 reports in .BMP format with Save and Print links in the pane |. CADMR
provides the feature to change the graph view from 2D view to 3D view. Press Ctrl , move the mouse cursor

ont op of the graph, and rotate it to have 2D or 3D view.
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Figure 5.9: Displaying Graph and Report Panel
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6. Working with Active Directory

CADMR is a complete, powerful, and centralized tool for all your Active Directory management and reportindgJsaegds.
this amazing utility, the administrator/help desk personnel (with admin rights) can manage all AD objects from a cent
platform. In this section, you learn about managi objects under following stieadings:

¢ Domain Management

e Manage Workgrouomputers

e Manage Local Computer

6.1 Domain Management
'a4Ay3 /! 5aws GKS ITRYAYAAGNIG2NI OFyYy | RYAYA &GS NByldsfarit, Y|

software allows you to manage the local computer where you install the softwareitandomain. To manage more
domains, containers, domain controllers, groups, etc. the administrator has to add domains in the software.

6.1.1 Add/Remove Domain

The cAdd Domaig dialog boxis used to add a newdomain to the software database. The dialoglman be accessed by
clickingFile > Add Domairr by clicking theAdd Domainbutton in the software toolbar on the main Window GADMR.
The domain on which the user exists is always included as the default domain in CADMR. Apart from the local domain
can alsaddremote domains for administering in CADMR. You can add any domain in the software database; however,
will need to login as the administrator of a domain to administer the domain.

ThetAdd Domaig dialog boxprovides you with two methodo add a domain.
e Method 1: Type the name of the domain in tli@omain Nameext field and cliclOK

e Method 2:ClickFind All Domaingo search for domains and populate ti®main Listselect the domain name and
clickOKto add it to theDomain Nameext field and clickOK

@ Note: Workgroup names also get listed while performing the domain search.

Let us execute following steps to add a remote domain in the software database:

“

1. Select theAdd Domainoptionin theFileY Sy dzd ¢ KS &d! RR &ppedd A y¢ RAILf 23 02E
2. Click theFind All Domaingutton to list out all available domains.

All available domains get listed in tl®main Listsection. If any domain does not appear in the list then type the
NETBIOS name dbmainin the edit box above thdomain Listsecton. Also make sure that the domain and its
domain controller are in connection with the computer on which CADMR is installed.
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3. After selecting a domain in the list or specifying the domain name, clicOKimitton.
On clickingthe OKbutton, CADMR wiltry to find the domain controller (preferably primary domain controller) for that

DOMAIN, if CADMR is able to find Domain Controller then it will add a new node in the tree view otherwise it will display
error message.

@ Note: Following are the restrictions faced while working in remote domains with Chily Active Directory
Management and Reporting:

® All shell functions related to domain objects will be disabled. ( This includes shell properties, object creation
wizards, RSOP etc.)

® Not ALL functions of DFS will be available.

® Restore deleted objects Function is not available.

@ Note: To delete a domain from the software database, right click the domain name in the left panel and
select the Delete Entry option.

6.1.2 Containers/ OUs

Containers or Organizatia Units (OUs) are used in Windows AD to implement objects as logical business units. OUs in
logically comprise AD objects including other OUs. Chatainers/OUsnode in the left tree panecan be expanded to
display all usedefined and inbuilt OUsin the left tree pank Each OU can be further expanded to display all AD objects
that are logically grouped under it.

Operations that can be performed loight clickinghe Containers/OUnode are described in the tab& L

Task Description
View Select to vie w all OUs in the right panel
New OUs Select to create a new OU
Find OUs Select to search for OUs
Browse for GPOs Select to find a Group Policy Object (GPO) in domain
Reports Select to view reports pertaining to OUs

You can double -clickan OU nam e to view its contents in the right panel. Alternatively, you can view the
content in the left panel by expanding the OU name node. Certain other operations that can be performed on
OUs by right clicking the OU node are described in the table 6.2:
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Task

Degription

View Contents

Select to view the contents of OU in the right pane

Properties

Select to view OU properties. You can change various settings for an OU with
this option

List Permissions

Select to view AD permissions for the contents of the OU

Manage Directory Attributes

Select to manage AD attributes with Chily Active Directory Manage ment and
Reporting

New Select to add a new object to the OU
Find Select to find OU object
Delete Select to delete OU and its respective child objects

Let us mo ve ahead in the section with following processes:

e Create New OU

e Manage Directory Attributes

e Add New Objects in OU

6.1.2.1 Create New OU

Execute the following steps to create a new OU:

1. Right click theContainer/OUsnode in the left panel and select tHdew OUsoption. ThedCreate (Copy) Neiv

dialog box opens

2. Type the desired location (LDAP path) for the new OU irCileate Intext field or click theBrowsebutton to select
location. You can create the new OU eitherin the AD root directory or within an@b.

3. Type the desired OU name in thlametext field.

4. Select theRun Active Directory Creation Wizaatheckbox if you want to use the AD creation wizard.

5. Select theDisplay Object Properties dialog box after wizard completgseckbox if you want to viewroperties of
OU objects once the new OU is created.

6. Clickthe OK button .

New ly created OU will be displayed with other OUs in the list.
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6.1.2.2 Manage Directory Attributes

You can apply common functions to every object in active directory with CADMR.

stepsto manage directory attributes

1. Right click a container/OU in the Container/OUs node and select the

option. Software will open  fiSelect Active Directory Attribute

Select Active Directory Attribute

Manage Directory

Let us execute the following

Attributes

0 dialog box, as shownin Figure 6 .1:

(%) 5how all Active Direckory Attributes present in the directary for selec

ted objeck(s)

() Show all attributes defined in schema For selecked object(s)

() Show only these attributes :

Property Attribukes Type
adminDescripkion Opkic
Add adminbisplaykanme Cipkion
allowedattributes Copkion
EI allowedattributesEffective Opkio
allowedChildClasses Cipki
allowedChildClassesEffective  Optio
Delete bridgeheadServerListBL Ot
canonicaltlame Opkion
E i Optiol
createTimestamp Opkicn
S creationTime Copkion
description Opkio
directReparts Cipki
displayMame Cption
{ } 'Eli.o--\.l-u 1. Y Pty By Y {'\nl—i}n-
Ik ” Cancel ] [ Help

Figure 6.1: Displaying Options to Manage Directory Attributes

T h eSelkect Active Directory Attribute 0 dialog box comprises following options to help you manage directory

attributes:

e Show All Active Directory Attributes present in the directory fors

option will display all the attributes of the selected object, which

assigned some value.

e Show all attributes defined in schema for selected object(s
attributes defined in schema for the selected object, related class

ones).

e Show only these attributes: This option will display only thos
the list.

2. Select the desired option to select the directory a ttribute(s).

3. Clickthe OK button. The fAPropertieso dia
selected attribute and also enables you to edit the attribute:

elected object(s):

are not empty and have been

This

): This option will display all the
that has any value (even the empty

e attributes, which

l og box appears,

are pre - defined in

which di
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Properties ['5_(|

Property Mame Yalue
_", bridgehead3erverListBL

Maodify E

Figure 6.2: Displaying Properties of the Selected Attribute

Chily Active Directory  Management and Reporting software supports 10 data types, which are as follows:

e ADSTYPE_DN_STRING

e ADSTYPE_CASE_EXACT_STRING

e ADSTYPE_IGNORE_STRING

e ADSTYPE_PRINTABLE_STRING

e ADSTYPE_NUMERIC_STRING

e ADSTYPE_OBJECT_CLASS

e ADSTYPE_BOOLEAN

e ADSTYPE_INTEGER

e ADSOBJECT_STRING

e ADS_LARGE_INTEGER
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These datatypes are easily editable for Single Value and Multiple Values.

4. Select the attribute and click the Modify but t on. The AModify Directory Attr i
appears:

Modify Directory Attribute Value

Select directory object(s)

_M=Builtin

Data Tyvpe : DN

The 'bridgeheadServerlistBL" attribute of Directory Object 'Ch=Builtin' has been selected For
modification. To change ‘bridoeheadServerlistBL' value ,Enter updated value below and click, O
button

Set new value for ‘bridgeheadServerlistBL' attribuke

Edit
E Remove

< .
add

Attribute Update Method

{(*) Update - Replace all existing values with waluefs) entered above

() append - Add waluefs) entered above ko existing atkribute walues

() Delete - Remove valuels) entered above from existing attribute values

() Clear - Remove directory attribute entirely Far all object

[ (04 l [ Zancel ]
Figure 6.3: Modifying Properties of the Sel ected Attribute (Multiple Values)

Appearance of the dialog box varies depending on the attributes value (single value or multiple value s). The
AModify Directory Attribute Valued dialog box in Figuyoe 6. 3
can change existing values with Edit button and remove or add them with the Remove and Add buttons.
Attributes can be updated with four provided options to Update, Append, Delete , and Clear options.
If you select the single valued attribute in the fiProperties 6di al og box then the #AModify D
Valueodo dialog box |l ooks, as shown in Figure 6. 4:
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Modify Directory Attribute Value

Selected Direckory Objeck(s)

Direckary Mame Current Yalue For Attribuke ‘lockoukDuration'
CH=Euilkin -5-820130816
< |

Data Tvpe :  IMTEGERS

The lockoukDuration' aktribute of Directary Object 'Chi=Builtin' has been selected
for modification. To change lockoutDuration' walue Enter updated value below
and click Ok bukton

Set new value Far 'lockoutDuration' atkribuke

-S-520130516

[ Ok l [ Cancel

Figure 6.4: Modifying Properties of the Selected Attribute (Single Value)

@ Note: On unsuccessful operation, CADMR will display a message box with actual eror code and other
details.

6.1.2.3 Add New Obijects in OU

Execute the following steps to add an object in selected OU:
1. Right click a container/OU in the Container/OUs node.
2. Select New > object . CADMR allows you to add one of the following objects:

e Computer

e Group

e User

e Contact
e OU

e Shared Folders
e Printers

Wizard to add new object under the selected OU appears.
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3. Follow the onscreen instructions to create new object in OU.

When the process is completed, a new object appears in the selected container/OU as a chil d node.

6.1.3 Domain Controllers

You can use CADMR software to view and manage various types of domain controllers. CADMR software

provides many options to manage the DC , which otherwise takes more time in administering. On expanding
the Domain Controlle
also get listed here (if any). Software provides following functions for a DC:

Properties

rs node, you can view all the controllers configured as domain controllers. BDC(s) will

Directory Functions

Account Policy
Audit Policy
Printers
Shares

DFS

Sessions
Open Files
Services
Devices
Events

Disk Space
Performance
Scheduled Jobs
User Rights
Registry

WMI

Software
System Tools

TCP Utilities

All these functions can also be executed on local computer. Youcanright clickthe DC node in the left panel
and select Properties

to view the properties of the DC. When you right click the DC node in the left panel
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System Properties dialog box appears. This window has seven tabs

e Directory : Description, Directo ry Path, and Names are displayed in this tab.

e Object : Creation, modification, category, logon

displayed in this tab.

e MemberOf : Information about the domain of which the DC is a member is displayed in t

e Software : List of installed software applications on the DC is displayed in this tab.

e System : CPU Information, Operating System information, Logged On Users, and Other System
Information is displayed in this tab.

e Environment : Environment variables , with property names and their values, are displayed in this

tab.

e Network : Network transports, DNS host name, network card properties, IP address, subnet mask
information, and WINS Server information is displayed in this tab.

- logoff information, password set time information is

his tab.

In addition with displayinthe properties, the software also enables you to execute various directory funcionsew and
execute directory functions, right click the DC node in the left panel and sBieettory Function. This displays the
directory functions that can be perfored on the selected DC. Table 6.3 lists those functions:

Function

Description

Shell Properties

Select to view shell properties of domain controller

List Permissions

Select to list and view all permissions of the object in right panel

Manage

Selectto o pen Computer Manage ment dialog box

Manage Directory Attributes

Select to manage AD attributes with Chily Active Directory Manage ment and
Reporting

Reset Account

Select to reset computer account properties

Move

Select to move a DC object to new OU

Addto Group

Select to change group membership of any DC object

Name Mapping

Select to manage name mapping attributes for a DC
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6.1.4 Computers

Every registered computer in a domain is listed here. CTheputersnode in the left panel can be expanded tew

categories under which all computers in domain are arranged. Categories in the Computer node are:

e Servers Expand theServersnode to view associated domain controllers of the domain. Right click the domain
controller name to view respective properti@sd functions. Properties and functions are same as discussed in the

section 6.1.3Domain Controllers.

e Workstations Expand theWorkstations node to view registered workstation names in domain. Dotdhiek,

expand or right click any workstation name wiew respective properties.

CADMR enables you to perform bulk operations on all or selected workstations in the domain. For example, you can
computers from one container to another, add computer(s) to a group, etc. In addition, you can genenapofd for all
computers in the domainRight click theComputernode in the left panel and select one of the following based on your

requirement:

1. View : Displays Server and Workstations in the right panel.

2. Task : Displ ays the bulk operations that can be p erformed on selected or all
Bulk operations that you can performusing CADMR are:

e Move Computer(s): Helps t o move computer(s) to another container

e Enable Computer(s): Helps to enable the disabled computers in domain. Only the disabl
computer(s) will get displayed in the list.

e Disable Computer(s): Helps to disable any computer in domain. Only the enabled
computers, which can be disabled, are listed here.

e Add Computer(s) to a Group . Helps to change group of any computer(s) in domain
also change the associated Server for a particular computer.

e Remove Computer(s) from a Group . Helps to remove any computer(s) from its group and

allocate it to another group in domain.

e Set Primary group of Computer(s): Helps to set primary group
in domain.
e Change Common Details of Computer(s): Helps to change common details of computer(s).

Location, Managed By , and Description for selected computers is modifiable.

in a domain.

ed

.Youcan

for the selected computers

@ Note: CADMR displays failure message if the action is nd performed.

3. Reports : Displays a list of the reports that you can generate to get the updated status. Reports that

you can generate d fromhere are:
e All Workstation Computers
e Domain Controllers
e OS Based Reports

e Computers Trusted For Delegation
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e Recently Mod ified Computers
e Managed Computers

e Unmanaged Computers

e Inactive Computers

e Active Computers

6.1.5 Users

Chily Active Directory Management and Reporting software helps to authenticate, grant authorizations, log on to
computer or domain. You can view lidtal users, which are registered in a domdgight click the All Users node to view
the tasks that can be performed on alta Saddb@ints in the domain. Following are the tasks that you can perform on
R2YIFAYy dzaASNEQ | O02dzyiay

1. View : Displays all associate d users of a domain in right panel
2. New User : Adds a new user in the domain.

3. Task : Displays the bulk operations that can be performed on selected or all users in a domain. Bulk
operations that you can perform using CADMR are:

e Reset Password: Enables you to reset password of select ed domain users.
e UnlockUsers : Enables youto unlockaccounts of the select ed domain users.

e Move Users : Enables you to move selected domain users from one container to another.

e Delete Users : Enables you to delete account of the selected domain users.
e Move Home Folders : Enables youto move  home folders of the  selected domain users.
e Naming Attributes : Enables you to modify the naming attributes of the selected domain
users.
e Group Attributes: Enables you to modify the group attribu tes of the selected domain users.
e Contact Attributes: Enables you to modify the contact attributes of the selected domain
users.
e Custom Attributes: Enables you to modify the custom attributes of the selected domain
users.
e Address/Organization Attributes: Enables you to modify the address/organization

attributes of the selected domain users.

e Enables Users: Helps to enable the disable user accounts.

e Disable Users: Enables you to disable the u s e rascbunts.

e Profile Attributes: Enables you to modify the profi le attributes of the selected domain users.
e User Workstation: Enables you to modify the users workstations.
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@ Note: CADMR displays failure message if the action is not performed.

4. Reports : Displays a list of the reports that you can generate to get the upda ted status. Reports that
you can generate from here are:

e Al Users
e Enabled Users
e Inactive Users
e Users with Empty Attributes
e Users without Manager
e Manager based Users
e Users in more than one group
e Recently Deleted Users
e Recently Created Users
e Recently Modifi ed Users
e Dial-in Allow Access
e Dial-in Deny Access
e Users with Logon Script
e Users without Logon Script
e Account Status Report
e Logon Reports
e Nested Report
5. Password Reports . Displays the password reports under following categories:
e General Password Reports
e Password Status Reports

6. Query Active Directory . Enables you to query Active Directory.

6.15.1 AD Queries

The configuration options available on tA® Queriegab of the Object Manager dialog box enable you to view and edit
guery attributes comprised in dérent types of queries. The query types are generally defined on the basis of the type ¢
group they are associated with. To start configuring queries you can select the type of queries frQuettyeTypedrop-
down menu. When you select a query type thé queries associated with the type will be displayed inEReésting Queries
section. You can select a query from the list and clicklibéete button to remove the query. You can create a new query
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by clickingNew and typing the name of the query inghwindow that opens. Two lists are displayed below the list of
qgueries:

e Query Directory Attributes This listdisplaysthe attributes of the selected query directory. You can select an
attribute from this list and clickhe Delete button to remove it fromthe list. You can edit the display name of any
attribute displayed in this list by selecting it and clickiditor by doubleclicking it. You can use ttdpand Down
button to move up or down in the list.

e Schema AttributesThis list displays the schena#iributes that can be added to the query directory. You can select
an attribute from this list and clickddto add the attribute to the query directory.

6.1.5.2 Create New AD Query

Execute the following steps to create a new AD query:
1. Selectthe Object Manager optioninthe File me n u. TObject Manager 06 di a | oogensup.x
2. Selectthe ADQueries tab.
3. Clickthe New button. Software displays the fActive Directory Query Settings 0 dialog box.
4. Type the Query Name in Query Name / Description text box.
5. Click the OK button.

Newly created query name will be added to the list of existing queries. Now you can assign desired attributes
to it.

6.1.5.3 Modifyan Existing AD Query

Execute the following steps to modify an existing AD query:
1. Selectthe Object Manager optioninthe File me n u. TOhject Manager 06 di a | oogensup.x
2. Selectthe ADQueries tab. You see lots of fields in the dialog box that are described below:

e Query Type : Selectthe query type fromdrop - down list to create or modify AD Queries. All Users,
All Groups, Global Groups, Local Groups , and Universal Groups can be selected for assigning
queries.

e Existing Queries : This section displays the associated directory attribute(s) for the selected
guery in Existing Queries section. New attribute can be add ed with the Add button (from Schema
Attributes section) or any existing query can be deleted with Delete button.

e Query Directory Attributes : Specify the minimum number of characters you want the password
to comprise. Select the Permit Blank Password option if you want the user to be able to set
blank password. Select the Atleast -- characters  option and specify the number of characters in
the text field if you want to specify the number of characters that password should comprise.

e Schema Attributes: This s ection displays the default query attributes available in Chily Active
Directory Management and Reporting. Click the Add button to transfer queries to Query Directory
Attributes section for any existing selected query name.

6.1.5.4 View Properties of a Dwain User
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Double -click orright  click a domain user name to view respective properties for a user. CADMR displays
fiUser Properties 0 dialog box , as shown in Figure 6.5:

JLIXUH 'RPDLQ 8VHUYV 3URSHUWLHY 'LDORJ %R]|
The iUserds Propert i e spiises fobowioggabd ox c¢c om

e General : This tab displays crucial information about the user attributes. User name, description, user
password policies are displayed here.

e Groups : This tab displays information on group memberships of the user. You can modify the group
me mbership of users with the Add and Remove buttons.

e Notes : This tab allows you to add notes/comments for a specific user.

e Address : This tab displays contact information of the user such as street address, city, state,
country, pin code , etc.

e Organiz ation : This tab displays company information of the user such as title, department, office,

company etc.
e Personal : This tab displays personal i nformation of the wus
picture, etc. These attributes are hidden in Active Directory and no MMC snap -in allows an

administrator to change or set these attributes but with CADMR, you can easily and quickly modify
these attributes.

e Contact : This tab displays contact attributes of the user. You can add or remove any contact or
phon e attribute. CADMR provides 16 attributes to add for a user. Click the Add button to assign more
attributes and click the Remove button toremove any attribute for the selected user. You can modify
the details with  Modify button.
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